Signing documents with qualified electronic signature in Adobe

1. Signing PDF files with Acrobat Reader DC v.2020.006.20034 or newer.

Download link:

Acrobat Reader DC

https://acrobat.adobe.com/bg/en/acrobat/pdf-reader.html

1.1 From menu Edit, select Preferences
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1.1.1 Select Signatures/Creation & Appearance/More

Preferences
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Commenting
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Multimedia Trust {legacy)
Reading

Reviewing

Search

Security

Tracker
Trust Manager
Units
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Documents
Full Screen Y S i
= Control eptions for signature creation Moare...
General = Set the appearance of signatures within a decument ore
Page Display
30 & Multimedia Verification
Accessibility
Adobe Online Services = Control how and when signatures are verified Mare...
Email Accounts
Forms
Identity Identities & Trusted Certificates
Internet
JavaScript = Create and manage identities for signing (s
= Manage credentials used to trust documents
Language
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Measuring (3D) Document Timestamping
Measuring (Geo)
Multimedia (legacy) » Configure timestamp server settings More...

Cancel
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1.1.1.1 Make sure in ,Default Signing Format“ is select CAdES-Equivalent.
Check the box “Show reasons”, “Show location and contact information” and
“Include signature’s revocation status”

Creation and Appearance Preferences X

Creation

Default Signing Method: | £l 0= TSN s T ~

Default Signing Format: | CAJES-Equivalent

When Signing:
Show reasons

Show location and contact information

Include signature's revocation status

[]View documents in Preview Mode

Enable Review of Document Warnings: | When certifying a document w

Prevent Signing Until Warnings Are Reviewed: | Mever o

Use modern user interface for signing and Digital 1D configuration

Appearances
Mew...
Edit...
Duplicate
Delete
Help OK Cancel
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1.1.2 Select Signatures/Verification/More

Preferences

Categories:

Commenting
Documents
Full Screen
General
Page Display

30 & Multimedia
Accessibility

Adobe Online Services
Email Accounts
Forms

Identity

Internet

JavaScript

Language

Measuring (2D)
Measuring (3D)
Measuring (Geo)
Multimedia (legacy)
Multimedia Trust (legacy)
Reading

Reviewing

Search

Security

Spelling
Tracker

Trust Manager
Units

Digital Signatures

Creation & Appearance

= Control options for signature creation
« Set the appearance of signatures within a document

Mare...

Verification

» Control how and when signatures are verified

More...

Identities & Trusted Certificates

« Create and manage identities for signing
» Manage credentials used to trust documents

Document Timestamping

= Configure timestamp server settings

More...

More...

Cancel
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1.1.2.1
(1) From Verification Time select “Secure time(timestamp) embedded in the signature”

(2) From Verification Information select “Always”

Signature Verification Preferences et

[“¥erify signatures when the document is opened;

[JWhen document has valid but untrusted signatures, prompt to review and trust signers

Verification Behavior
When Verifying:
() Use the document-specified method: prompt if unavailable

(®) Use the document-specified method; if unavailable, use default method
() Always use the default method: Adobe Default Security w

[] Require certificate revocation checking to succeed whenever possible during signature verification
Use gxpired timestamps

ngnnre document validation information

Verification Time Verification Information

Verify Signatures Using: Automatically add verification information when
saving signed PDF:
() Time at which the signature was created
() Ask when verification information is too big

Secure time (timestamp) embedded 1 2
in the signature (®) Always
() Current time () Mever

Windows Integration
Trust ALL root certificates in the Windows Certificate Store for:

[ validating Signatures
DUaIidating Certified Documents

Selecting either of these options may result in arbitrary material being treated as trusted content.
Take care before enabling these features.
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1.1.3 Select Signatures/Document Timestamping/More

Preferences

Categories:

Commenting
Documnents
Full Screen
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Page Display
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Accessibility
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Internet

JavaScript

Language
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Reading
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pelling

Digital Signatures

Creation & Appearance

» Control options for signature creation

. - More...

= Set the appearance of signatures within a document
Verification

» Control how and when signatures are verified More
Identities & Trusted Certificates

= Create and manage identities for signing [

= Manage credentials used to trust documents
Document Timestamping

= Configure timestamp server settings [

Cancel
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1.1.3.1 Click on ,,New”

For Name write - InfoNotary TSA

For Server URL write - http://ts.infonotary.com/tsa

| i serve :-_-_-_.:._..'

Directory Servers

Time Stamp Servers

% New | “Edit & Import
[ ——

= Export

&) Remove E‘T'f Clear

Edit Time Stamp Server

Mame: |Inf0N0tar)rTSA

Server Settings

Server URL: |http:His.i nfonotary.com/tsa

[] This server requires me to log on

Cancel

b

d a trusted time stamp when signing. If
iwovide you with Time Stamp Server

Inge settings, or click New to add and
g Ser Default. If you have selected a
v signature that you create.

others.
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1.1.3.2 After correctly entered entry from 1.1.3.1, please mark InfoNotary TSA and click on
,,Set Default”

[a Server Settings X
Directory Servers QH New L‘J Edit @ Import /= Export (& Remove L=]J Set Default
Time Stamp Servers MName URL

InfoMotary TSA +/fts.infonotary.com/tsa

Configure Time Stamp Servers

Configure a default Time Stamp Server 1f vou want to embed a trusted time stamp when signing. If
vou are 1n a workgroup, your computer administrator may provide vou with Time Stamp Server
configuration information.

Select one of the entries above and click Edit to view or change settings, or click New to add and
configure a Time Stamp Server. Select a default server using Ser Default. If you have selected a

default server then a time stamp will be embedded with every signature that yvou create.

Click Export to share your Time Stamp Server settings with others.
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2. Signing document with Adobe Acrobat Reader DC

After successfully set up Adobe Acrobat Reader DC, please proceed to signing the
documents

2.1 Open the pdf file/document

"L Request issue Personal  Sign certificate.pdf - Adobe Acrobat Reader DC (2@ =]
File Edit View Window Help
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2.1.1 From Tools menu, select Certificates

File Edit View Window Help

Home Request issue Pers...
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2.1.2 On the next screen press Digitally Sign

"L Request issue Personal Q Sign certificate. pdf - Adobe Acrobat Reader DC EI@
File Edit View Window Help
Home Tools Request issue Pers.. X @ signin
® B8 HEQ ©@ 172 MM O® v B B T © ¢
Certificates é§ Digitally Sign Time Stamp >
Codpma 1000, yn. "Meax Basos” N? 16, Ten: 029210890, e-mail: office@infonotary.com
PEMTUCTRPALUMOHEH HOMEP ....oociviicincnnns OATA HA TIOOABAHE .o
PEFTUCTPUPALL OPTAH .o
PEMTUCTPATOP i resssnessssssnenes
/nonsnga ce om Peaucmpupalius opzan/
»
NCKAHE 3A N3OABAHE
HA YOOCTOBEPEHME 3A KBANW®WMUWPAH ENEKTPOHEH NOAMNMC
NMU4YHU QAHHW HA ®U3UMECKOTO NULE — TUTYNAP /ABTOP/
KUPUITULA: TPAHCINUTEPALUMUA (NTATUHWULA):
VIME™ e sseeenens e enssene s sensmnnesnnrene | PIME oo e e
TIPEIUME™ ..ot e | TIPEBUME™ e
DPAMUTUA™ .o rmessenesereeenereessenesenssesnssesnseens | PAMUATIAR  coieiiies et e e e e snens i

Page 11 of 17

Version: 1.1 INFONOTARY PLC



2.1.2.1 Use your mouse, click drag and draw the area where you would like the signature to

appear

" Request issue Personal Q Sign certificate.pdf - Adobe Acrobat Reader DC

File Edit View Window Help
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| De not show this message again

Acrobat Reader

Using your mouse, click and drag to draw the area where you would like the

taken to the next step of the signing process,
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2.1.2.2 You will be asked to choose the certificate, which you want to use for signing and
press Continue

£ Request issue Personal Q Sign certificate.pdf - Adobe Acrobat Reader DC \ = H =] H =3 |
File Edit View Window Help

Sign with a Digital ID

Choose the Digital ID that you want to use for signing:

Stefan Dimitrov Georgiev (Windows Digital ID) View Details
0 @L‘]SJ

Issued by: InfoNotary Expires: 2020.07.21

( Configure New Digital ID ) ( Cancel )
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2.1.2.3 Choose Sign

" Request issue Personal Q Sign certificate.pdf - Adobe Acrobat Reader DC

[=[=]=]
File Edit View Window Help

Sign as " Stefan Dimitrov Georgiev " x

Appearance = Standard Text

Digitally signed by
Stefan Stefan Dimitrov

Dimitrov Georgiev

, Date: 2018.06.07
Georgiev 10:19:48 +03'00"

Lock document after signing View Certificate Details

Review document content that may affect signing
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2.1.2.4 After you choose your certificate you will be asked to save or overwrite the file.

") Request issue Personal Q Sign certificate.pdf - Adobe Acrobat Reader DC
File Edit View Window Help
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2.1.2.5 It will appear a window, which will ask you for the PIN

"L Request issue Personal Q Sign.pdf - Adobe Acrobat Reader DC
File Edit View Window Help
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2.1.2.6 In the area you've draw it will visualize the names of the signer, date and time of the

signing
£ Request issue Personal Q Sign.pdf - Adobe Acrobat Reader DC | = || = || 2 |
File Edit View Window Help
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